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Banking Industry in Indian Economy
•GDP – Rs. 232.89 Lakhs Crores 
•Money Supply Rs 199 Lakhs Crores & Bank 
credit Rs 182 Lakhs Crores 

•NPAs Rs. 13.00 Lakhs Crores
•Banking Frauds Rs. 3.05 Lakhs Crores during 
last 11 years of 50000 cases
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SC Judgement on Amrapali
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• It is observed that there was no monitoring done by the 
officials of Bank of Maharashtra, Andhra Bank and other 
banks by releasing of term loan to the Company. 

• Even basic checks, End Use of funds were forgone 
• No technical requirements followed as relating to release 

of Term Loan facilities to a borrower.
• The banks acted as mute spectator to unapproved 

diversion which was almost happening evidently in all 
banking transactions



Bank IS Audit Experience
• Inadequately  scoped 
• It lack coverage  of  end to end testing  covering  all its interfaces and 

input, processing and output control. 
• There is no testing on configuration  control of all input control in 

interface and all applications controls covering edit and validation 
check for completeness,  accuracy, reference, validity and 
calculation, segregation of duty both in interfacing as well as cbs.

• There is no scoping for report  generated from logic and 
completeness perspective only accuracy is partially checked.

• Mandatory field are not adequately  defined as per regulation. 
• SBI KEY AUDIT MATTERS
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Bank IS Audit Experience
• Master data field, completeness, accuracy is not tested.
• Lack of data governance and data leakage audit
• There is no checking for overall impact assessment  of Gap noted 

and compensatory and mitigating  control. 
• What is actually  done is just a tip at iceberg. 
• Those who do IS audit  not understand  business and vice versa is 

also true.
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Bank IS Audit Experience
Solution
• Regulators to be educated on scope and risk Enterprise architecture  of 

bank to be clearly documented and updated  for scoping adequately 
• Adequate training  on IS audit risk and audit approach Centralized end 

to end testing  by specialist and all observation on IS audit to be 
critically reviewed  for impact assessment
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System Driven NPAs - How reliable is that ?

Can the system detect the ever greening?
1. Servicing interest/installment
• from CC/PC account to C/A; 
• from C/A to TL or 
• disbursement  to CC.
2. Adhoc limits to regularise.

Limit expired 30jun, Adhoc for 3 months – 30Sep, To 
be renewed within 180 days – 31Mar – May be PA



Can the system detect the ever greening?
3. Transfer from associate units  by allowing excess in CC or new TOD.
4. New loans to Related parties and funds transferred to irregular 

accounts to reflect as PA
5. Cheque purchase account to CC and cheque returned next day.

System Driven NPAs - How reliable is that ?



Can the system detect the ever greening?
6.   Intra day credits & debits
7.   Same credit for two quarters by interchanging balances among 
Related parties
8.   Accounting of Devolved LCs
9.   Exceeding in Bills limit
10. Inadequate/ wrong  DP 
11. Combined excess of CC & Devolved LC

System Driven NPAs - How reliable is that ?



System Driven NPAs - How reliable is that ?
Non financial aspects

1. Extension of COD
2. Non satisfactory performance in restructured accounts
3. Additional Finance on restructured account
4. Stock statement older by 6 months.



Sampling - Pivot



Sampling – TB analysis



Fuzzy Lookup for KYC analysis



Customer Mater Analysis - KYC



Customer master analysis - KYC



Funds diversion – round tripping analysis







EWS - Analysis
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Out of order Validation



Out of order Validation







Term Loan Validation – Excel formulas
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Use of Excel – Bank Audit



Use of Excel – Bank Audit Documentation


